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SurveyTester Data Privacy & Security 
Last Update: 2022-04-20 
 
When SurveyTester is used, different kind of data is captured and stored. The following list 
contains all different data categories which are collected, stored and processed during the 
usage. 
 
It important to identify any possibly risk - which a data leak could have - for each data item. 
For this reason, the risk column shows none / low / medium / high risk for a negative impact 
in the case that a data breach would happen 
 
The shown rating is optimized from the view of very strict European data privacy criteria 
(GDPR). It is possible that the risk classification would be different in other countries. 
 
Example:  
If a list of email addresses would be visible in the internet, the email addresses could be used 
to send spam to the users or send fraud emails. The possible risk is rated as medium in the list 
below. 
 
Through our backup strategy, data loss is very unlikely and therefore not mentioned. 
 
Data Breach Risk for EU criteria. 

Data 
Category 

Data Item Usage Risk Comment 

Internal 
Users 

Email Address Login and communication medium External Email 
Provider 

Password Login, stored encrypted in the database. 
When SAML is used, no user password is 
stored 

high No Risk when 
SAML used 

First Name, Last 
Name 

Team communication and tracking of 
work results. 
When SAML is used, this information will 
be stored from the SAML provider 

low  

Browser Details Stored for supporting problem 
identification of Surveys and of 
SurveyTester. 

none  

User Image User can upload a photo which is shown 
to other internal users and external 
testers. This is not mandatory. Images 
are stored on the servers file system. 

medium  

Login History Last Login, last seen SurveyTester 
version. Stored in the database, Browser 
Cookie, external email provider for 
sending “What’s New” emails. 

low External Email 
Provider 

Role Membership Controls user access to projects and 
features. Stored in the database. 

medium Compliance 
related  
Role Names are 
possibly showing 
user job 
description like 
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“Project 
Manager” or 
“Scriptwriter” 

Project Access 
History 

All project related interactions are stored 
for tracking purpose. Example: Which 
user created a project, who tested a 
survey. Stored in the database. 

low  

Project 
Communication 

Documentation of found issues and 
comments. Stored in the database. 

low  

Emails All Emails are stored for legal and 
compliance reasons. 

none External Email 
Provider 

System Usage 
Details 

Tracking details about used parts of 
SurveyTester. Used for internal Software 
QA at 2x4. Stored in the database. 

none  
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Data 
Category 

Data Item Usage Risk Comment 

Company Company Name Identifying SurveyTester Instance & base 
for all usage. 

none Possibly publicly 
visible. 

Company Logo Shown on Login Screen, stored on file 
system 

none Makes sure, users 
log in to the right 
server. Possibly 
publicly visible. 

Project Name Organization and retrieval of projects. low The combination 
of these data 
items might give a 
good overview of 
a company’s 
internal structure 
(teams, users, 
customers, special 
survey items) 

Other Project 
Details 

Organization and retrieval of projects. medium 

Projects Order 
Structure 

Organization and retrieval of projects. medium 

Survey URL Testing Surveys medium 
Survey Structure Testing Surveys, creating Screenshots medium 
Issue 
Classification 

Testing Surveys, creating Screenshots low 

Survey Issues / 
Bugs 

Testing Surveys, tracking bugs and 
progress 

low 

Survey 
Screenshots 

Survey Documentation, Issue clarification medium 

Invoicing details Managing financial details  medium 
 
 

Data 
Category 

Data Item Usage Risk Comment 

External 
Users 

Email Address Sending invitation links to external users, 
sending updates on found issues, 
identifying creator of found issues and 
comments. 

medium  

First Name, Last 
Name 

Identifying creator of found issues and 
comments. 

low  

Project 
assignment 

Manage and organize external users medium  

Usage Data Track Tests, found issues, comments and 
usage. 

medium  
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Data Protection 
 
We are using a number of different approaches to protect the SurveyTester Servers and the 
data which is collected through our services.  
 
The term Data Protection covers Data Loss, Data Fraud and Data Availability in this document. 
 
Data Loss 
Typical scenarios for Data Loss are: 

- Hardware failure 
- Human Errors (Formatting SSD, deleting SQL Database) 
- Malware encrypts SSD data and makes it unavailable for us. 

 
Data Fraud 
This means that data is stolen, and others have access to the data. This is typically combined 
with Data Loss.  
Typical scenarios for fraudulent data risks are: 

- Malware or a hacker steal data 
- Stolen hardware 

 
Data Availability 
Even if data is still consistent, not stolen and, in theory still available, it can happen that a 
failure of some hardware parts or the data center hardware would not allow to access the 
data in the needed time. This can happen if the server mainboard is not working anymore or 
if a network error makes the service not accessible anymore. 
 
Typical scenarios for missing Data Availability are: 

- Network down 
- Hardware failure 
- Server not booting anymore 
- User cannot login anymore 
- Software errors 

 
 
Our strategy for Data Protection: 

- Servers are located in a professional managed Data Center with ISO 27001 
certification. 

- Server access is limited to a minimum needed number of internal Administrators, 
using 2FA (Cisco DUO) for remote access. 

- Servers are using latest Windows updates and threat management systems (We are 
using ESET) 

- Servers operate behind a managed firewall. 
- Secure HTTPS connection between user/server and different SurveyTester Servers, 

using TLS 1.2 only. 
- Regular internal Data Audits 
- Regular Backups to a different Data Center operating by a different provider 
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- Production servers are not used for tests or development. 
- Servers are used for SurveyTester only. There is no other, non-related software 

installed on the servers. 
- Different SurveyTester instances for different enterprise customers with dedicated 

databases and service user logins to databases. This avoids that other companies can 
accidentally see your data, even in the case of a software error. 

- External monitoring of servers  
- Automated Deployment process makes sure that all SurveyTester Instances are always 

up to date. 
- New Mid 2021 available Database Layer Architecture allows distributed server usage 

with a load balancer 
 
  



 
 
 

SurveyTester Data Privacy & Security 6 

Data Ownership 
 
SurveyTester customers own their data 
Most of the collected data is clearly owned by the SurveyTester customer and can only be 
used for the purpose of delivering the agreed service.  That means, that 2x4 or any other 
vendor are not allowed to use the data in any way that is not covered by a legally binding 
agreement. 
 
Exceptions: 
The following list contains the data items which are excluded from that limitation and which 
will be used by 2x4 internally for its own management and process optimizations. This data 
will be stored and processed anonymously only and will be combined and aggregated with 
other customer’s data.  
 

- Browser Details 
- Usage of different SurveyTester features 
- Number of simultaneous and active users 
- Number of projects 
- Number of manual or automated test runs 
- Number of Issues 
- Number of issue classifications 
- Number of screenshots 

 
Such aggregated data will be used for internal and external areas. As an example, we might 
communicate on our website the following information: 
 

- SurveyTester customers identify 27K survey related issues every month. 
- When using SurveyTester, the average QA time for a project with 75 questions is 48 

hours. 
- Most identified issues with surveys are routing problems (37%) and issues with 

wording / translations (24%) 
 
When building such examples, we will always include information of all customers together 
and will never communicate any information which would allow identifying a single user or 
even a single customer. 
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Responsibility 
 
SurveyTester is operated by 
 
2x4 Solutions GmbH 
Fichtenring 8 
84562 Mettenheim 
Germany 
 
www.2x4.de – www.surveytester.com 
info@2x4.de – info@surveytester.com 
 
 
 
Managing Director:  

Bernhard Witt 
bwitt@2x4.de 
Mobile: +49 174 1674678 

 
 
Data Privacy Officer:  

Ester Mittermeier 
emittermeier@2x4.de 

 Mobile: +49 177 344 8207 
 
 
 
For any questions, please feel free to contact us directly. 


